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An Enhanced Security Buck DC-DC Converter with

True Random Number (TRN) Based Pseudo Hysteresis Controller

for Internet-of-Everything (IoE) Devices

Z{h#=f IAZE Nine One Two

Bx £ BBEHN | ZERBPERTERR

173 B XKIUE /| RBXBERIEMER
MEE /| RBXBERTESRR
MEZ | RBRBERIERR

R

BRERRITREBR UL FR1EmER R R ErE
DERZENE ) » BHEIKIANET » HRRIERE
BUEFR<IRAENESR!T  SHEMELZEREZ
FIBRMI » EMIE AT ERFEE 1 0B B Il R KBS R TN 255
BINEZEET] » LA > DEFAWENER T ERIRITR
BRUEFsBRIREREE - ETRENER=AK
AT AR IE R EEDIRIAR ZKV1/NE - IUESE
T BFEFIBEEEANS SEN 55032 Class BRZARED © MEHR
hERRFISINLESERZ ST KT » Al XIEHIE
DNIDFESUEINIERS AL A ©

RIBRHENERZSRNE - PRIARELFESETE
MARIEITAE » AIAFIEE T I L S IRV REH BE L 25 A]
ERERSBRREFER RS - BIBREENRSIRNER
DEFANE MLIEFSMELBIRBASEZEHE - &
ZRIBER LERE s BB IR AUE T B A B IR ERE RS < U 1R 5B
R {emgREE A ERESHTE -

AR E B R ERERE B EA)IER i 22 )
EREEREREOFIES T EHPSCATIPIANZ I - %A
AOFCHAITRISA-TRNGEESITERENEE 1 VAIPIATIEZT »
Pets e 8Ny D MmEFIDEREINZEILZ S ENNR - BE&
SR EEREFIENL89.72dB U VEI54.32dBuV » BEERA
TR A I FE B SRV ESE - MEENS5032BHIE K » &

e
S bR |22 DC. DRI R S T 1%

Proposed Enhanced Security Buck DC-DC Converter
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?> Abstract

As far as Internet-of-Everything (IoE) devices are concerned,
strong hardware security and low electromagnetic interference
(EMI) are design requirements for power management to
guarantee personal data protection. Conventional linear
feedback shift register (LFSR) based loop randomization
technique has the ability to avoid the power side channel
attacks (PSCA), but the power injection attack (PIA) results
in limited random number (RN) due to the predictability
and reproducibility of the LFSR, and thus cause the loop
randomization cracked and vulnerable to the PSCA. Besides,
the PIA not only narrows the LFSR based random switching
frequency butalso reduces the triangular modulation frequency
to around 1/N times of the switching frequency. Consequently,
the EMI noise floor fails to meet the specification of EN 55032
Class B. Other techniques offer counter-measures to improve
resistance against malicious attacks but result in either greatly
increased power consumption or large hardware overhead.
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In this work, the true random number (TRN) based pseudo
hysteresis controller (PHC) and the enhanced security
randomizer (ESR) are proposed to avoid both PSCA and
PIA simultaneously and reduce EMI without degrading
performance. The ESR is capable of generating input-supply-
independent RN correctly under PSCA and PIA. The TRN
based PHC converts the RN to the hysteresis window that
constitutes a true random modulated switching frequency,
thereby ensuring suitable spread spectrum and low EMI.

In this work, the proposed buck converter with TRN based
PHC and ESR enhances security against the PSCA and
PIA simultaneously. The SA-TRNG with AOFC technique
guarantees the distribution and average of the random
number even under 1V PIA interference. Measured peak
electromagneticinterference noise decreases from 89.72dB u V
to 54.32dB UV since the ESR meets the EN 55032 Class B
requirement as the enhanced security randomizer generates
input-supply-independent RN correctly under PSCA and PIA.
Finally, measured results show the transient performance of
7.3 U's recovery time and 53mV drop of output voltage in case
of 0.2A-t0-0.8A load step at the fSW around 1MHz with the
peak efficiency of 92.4%.

In these days, the applications of lIoE devices usually refer a
long sleep time and standby mode. The power consumption
at standby mode directly affects the usage time of the IoE
devices. Specifically, the quiescent current of the controller
dominates power consumption at no-load or ultra-light load
condition. As a result, achieving low quiescent current of the
controller without degrading the performance and the security
against malicious attacks is an interesting topic.
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