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A Secure loT Communication Technique

with Ultra Low Power Wake-Up Transceiver

YIEtAA @ ERE L Internet-of—-Right-Things
FR{LE mIhKEBEHSERBIS T2

SRRl RINA B ERSBUE(S TIZRATeAR
ZIGE RINA L ERSBUE(S TRZRATeAR
ThsElE

S8 MINA DTS BIES TIRSR

3 4= F
O 1[E %2

TERENMBERENRBRAE LN SEN > AtEAIR
BORZR > VBRI IR - WHEAMNBELEERES
o B EFRATE - 24T - MEENREREERREERENTEN
PRA > BRZ ERFEMINEEA R B0 5858 - EIIBMBRNE - &
BYBRZZNRERS - RitNaEMHAtERER L ZHE
HAERENENMIERIR » B BRI RIFARAIRIRE -

BTRAMBANRZNE > AMERR —BERENZEREN#
R AFig AP AP RRESERIERAHRINEE (PUF)
BREEEZS (TTP) NERSDREKS - BifE2E%EN
MEEWELEERES - UR—REBRERERELHEEN
il - BT > EEESDRERSID - EENRBRINARRESR
RERERE TTP ETHERE Mt T#RKRBERAME XS
g hABRREGEMRFERNFEEMEE - EX > ATH
RBAEREBE - RMREER PUF MBS BEEEH TR
EMELMBZERBAAERER > TARRFENLE - 15 > 32F
EEMARPEAESR D MA T AEER @R HKRE
BREERIRAAE -

5t - EVEEEREEER » HRREMHRERNOEE - 57
ARERERRE -SRI ETZE » AMEmiRE —ERREBRER
BN ZIREEG - RIBHE - BAIHE LEARAER R
THEEMERARENERE - B EZBEINFERGIESHETEMERE
B AR ERBTRE-SEDRREREKRER (W Fg.2
FRZ WUTX/RX) SFRMEINFEMN BB RIS EERRE - E5E
WRE 5 E MBI I 7 IR EE S FEAEE IR - WL FI A RBHEINFE - BN
REEMIEE - 5} > BT BRKRBERRIAEN > EMARER

APPLICATION GROUP

BB AR ERITEITRE » AME@RGT—RIEREEISA
i EEREHENNERRE - EHEEERTEEMINBREE
WS TRENZA - MUEAESRE AR B EERERE
HIWERIRLE - &R - AMERAEEEAES SR SEBERAM -
BIERRRE  SERER - MRABGIREEE - W=TERE5E
EZNEAERAEDENERBERARNBERERBERE
B FHESRBEGEREFNENHENERET

KR EIRESTENE BMBE AR TR ERRE
WRHRAETFRIEFE » BB Fig. 2 2BRET > AIBERERER
R BRI BERIRGEES . E—SREMBEER
NENERE -

B\ E IR

MIEE MINASREHIRESR

© EEBARMUASEHEL  RAMNINAKEEH TREERER - BEEBEAM

REWERE TR2AMRER ARG LIZA -

o MREE : ARTE  BREK  BEERER  BRED ERREREEREES

ERYL(R MINAREI TSR

- EEEREASTHAL  RANIASBETRBRENE -
- WA : AREAZ S BARERE AR A RSN 2
IHFEREN AR BI R « RSB R

Abstract

Recently, Internet of Things (IoT) has significantly improved
our life quality through many convenient services it provides.
While loT continues ubiquitously integrating into our daily
life, it is expected that the number of loT devices will grow
dramatically in the future. However, loT devices are generally
subject to limited computing power and energy budget. Thus,
communication encryption and rigorous identity authentication
are often neglected. This negligence posts a significant threat
on the security of loT. To resolve the aforementioned issues, this
study designs a suite of secure and low-power communication

schemes for loT devices.

To safeguard the loT security, based on Physical Unclonable
Function (PUF) and Trusted Third Party (TTP), we have designed
a mutual authentication scheme, a highly secure and low-
complexity key generation and update scheme, and a one-
time wake-up pattern generation and update scheme. With

these proposed schemes as shown in the Fig.1, we are able

Fig. 1 A low power and high security loT system architecture

to significantly enhance the loT security and defend against
various attacks from adversaries, such as Denial-of-Sleep
attack, eavesdropping attack, replay attack, cloning attack and
impersonation attack.

To dramatically reduce the energy consumption of loT devices
and prolong their operating time, we have designed a low-power
wake-up transceiver (see the WuTX/RX in the Fig.2). With the
wake-up transceiver, an loT device is able to implement the wake-
up scheme, which is a key technology in minimizing loT's power
consumption. Our wake-up receiver consumes significantly less
energy than that of a main receiver up to one thousand times.
Furthermore, the wake-up transceiver is designed to facilitate
one-time wake-up pattern and mitigate the Denial-of-Sleep
attack. The wake-up transceiver supports the popular OOK/FSK/
PSK modulation schemes, allowing better integration with the
current commercial products. The proposed loT system has been
implemented in the experimental system shown in Fig. 2. Through
the demonstration of the experimental system, it is verified that
the proposed system is able to significantly reduce the energy
consumption of loT systems while dramatically elevating the level
of their security. It is expected that the growth of the loT market
will surge in the near future since the main concerns are resolved

by our proposed system.

Fig. 2 VDemo architecture




