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Abstract

Nowadays, the number of edge computing devices has
greatly increased, and the stability and reliability of the
corresponding edge computing devices have been than
even, and the device status monitoring and information
management technologies have become more complicated.
In addition, in the face of diverse hardware platforms and
application scenarios, the development complexity of the
remote edge computing device management system has

increased a lot due to compatibility issues.

Many manufacturers face many problems in management
after the product is deployed. For example, the edge
computing device fails and crashes. One of the problems
is how to troubleshoot, repair, and restart to reduce the
labor cost and time consumption of personnel to the
point of the incident. Therefore, the team intends to
grasp this opportunity to design and implement a trusted
edge computing device management system based on
microservices and plug-and-play devices to achieve rapid
deployment and replacement of edge devices, secure data
transmission, and remote monitoring management, remote
troubleshooting, early warning management and other
highly flexible management services. Through this device,
you can effectively manage, control, develop, and apply
the connected operating device to realize the intelligent

Internet of Things.

The architecture of the trusted edge computing device
management system based on microservices is mainly

divided into three parts: “plug and play hardware
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management device”, “container virtualization deployment
technology combined with microservices”, and “cloud

management platform”.

1. Plug and Play Hardware Management Device: There
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are equipped with effective monitoring, remote control
and automatic reporting of the operating status of edge
computing equipment on the device to reduce maintenance
costs. In the process of data transmission, it is necessary
to ensure the safety and reliability of data transmission.
Therefore, the design concept of Trusted Platform Module
(TPM) is introduced, and the encryption function is directly
provided by the hardware side to increase its reliability and

usability.

2. Container virtualization deployment technology
combined with microservices: On the deployment on
the edge computing device and the design of the cloud
management platform, we use the combination of Docker
virtualization technology and microservice architecture
to separate complex applications into lightweight,
and each component executes independently. It can
sufficiently reduce the interdependence between different
components. The failure of a single service will not affect
the operation of the entire system. Instead, the operation is

highly flexible and safe.

3. Cloud Management Platform: Presented in an intuitive
way, it helps managers to remotely monitor and manage
edge computing devices. Platform functions include: real-
time information, historical data query, remote control,

remote system reboot and system health examination.

Since today's edge computing management devices need
to perform huge operations, the performance overhead
of management services must be reduced. Therefore, we
collected and analyzed data for CPU, disk I/0, memory
and power consumption. The results showed that the
performance consumption of edge computing devices

developed by us is almost negligible.





