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An Integrated loT Microprocessor
System with Ultra Low Power Wake-Up
Mechanism and Multi-Layer Hardware
Security
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An Integrated loT Microprocessor
System with Hardware-Secure and
Ultra Low Power Wake-up Receiver
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Abstract

As the loT demands of smart healthcare have increased
dramatically in recent years, the security issue of medical
devices has become critical for hardware systems or firmware
designers. Once the patient’ s private information or
physiological data is stolen, or the device is being tampered
with maliciously to the extent that the health monitor is shut
down, pecuniary damages will occur and human lives may
even be lost. On the other side, the smart healthcare detection
system must be kept running. Portable or wearable devices
tend to be smaller and require less power to wake up; therefore,
we have designed a hardware secure processor chip that can
simultaneously satisfy the demand for security and low power
consumption. Our team has designed a multi-layered protection
microprocessor for hardware security. The platform uses two
32-bit RISC-V IMC as the core, and uses a compressed (C)
instruction set extension that shows evident power reduction.
The two RISC-V cores can run in user mode and privileged
mode, achieving an effective division of safe and unsafe spaces.
We use Physically Unclonable Function (PUF) as Root of Trust,
and use its responses as the key to authenticate and protect
the system. Also, we encrypt/ decrypt data by designing the
Advanced Encryption Standard Galois/Counter Mode (AES-
GCM), which authenticates the integrity of the program and
achieves secure booting to protect and authenticate firmware.
We integrate PUF, ECC, and AES-GCM into a hardware security
module, which ensures confidential data will only be retained

in this module and will not be transmitted by bus; the risk of
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confidential data being tapped or tampered will be reduced.
Moreover, in dealing with power side-channel attacks, we
created a mechanism that maintains the power consumption
of the key register at the same increasing frequency during
the generation of the key, and produces the CRP difficult to be
identified by the attackers. Since the security microprocessor
is located in the device or in the body, the battery cannot be
easily replaced and the energy is limited. Therefore, our team
integrate the low power wake-up receiver to detect if there is
a transmission request from the user, thereby reducing power
consumption when the microprocessor is turned off for long
periods of time. When the wake-up pattern is received, the
wake-up receiver will determine whether the code is correct or

not; if it is valid, the wake-up signal will be sent, providing an

additional layer of security protection for the loT edge devices.

Fig. 3 Integration of system




