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Abstract

Al edge devices with high inference accuracy, rapid response times,
and long battery life require high energy efficiency. Ensuring the
security of devices against malicious attack or illegal access also
requires data protection mechanisms and secure access control. This
work presents the first ever three-in-one security-aware nonvolatile
compute-in-memory (nvCIM] macro for edge Al chips, featuring
secure access control, data protection against power-on and power-

off probing , and high energy-efficiency computing capability.

This work fabricated a 6.6Mb CMOS-integrated security-aware
three-in-one nvCIM macro using foundry-provided 22nm spin-
transfer torque magnetic random-access memory technology. The
macro can support (1) chip-ID identification during chip activating
(2) encrypted data storage (3) high-energy efficiency Al-related
computing-in-memory operation. Primary contributions of this

security-aware three-in-one nvCIM macro are listed as follows:

1. We developed a spintronic-based reconfigurable physically
unclonable function (SR-PUF) with high randomness
and high reliability based on the difference of STT-MRAM
write time. The outcome of SR-PUF can be taken as a
unique chip fingerprint then coupled with hash function
to realize chip-ID identification when chip activating.

2. We developed a 2-dimensional half-complement physical
encryption (2DHC-PE) scheme and corresponding snoop-proof
self-decryption burst-read (SDBR) scheme, enabling access to

encrypted data with low read latency and uniform power noise.
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3. We developed a sparsity-and-RelLU-aware early-
termination computing-in-memory engine (SRET-CIME)
to reduce the number of partial dot-product operations
in order to reduce energy efficiency without degrading
system-level accuracy. This scheme has a 26b output
to support full-channel dot-product operations of up

to 8b-input and 8b-weight with 576 accumulations.

The proposed 6.6Mb nvCIM macro was fabricated under 22nm
technology and using foundry-provided 22nm spin-transfer
torque magnetic random-access memory. Chip area is 18mm’
(6mm*3mm). The macro has 3456 macro DOUT width and
a read bandwidth of 288GB/s. The macro also achieved high
randomness (inter-hamming-distance: 0.4999) and high
reliability (intra-hamming-distance: 0) for PUF functions with
high energy-efficiency (30.1~68TOPS/W] and short latency
(7.9~22.2ns) for high-precision dot-product operations (8b-input,
8b-weight, 576 accumulation, and 26b output). These three

specifications are outperformed all published nvCIM works.

Technology 22nm CMOS Process
Device Foundry 22nm STT-MRAM
Cell type TIMTY

Test chip area "
(inc. 10 pad and Test mode) 1omm*2
Capacity 6.6Mb (24 sub-banks)
Macro DOUT width 3456
Read bandwidth(GB/s) @VDD=0.8V.
Ener

bit (1J/b) @VDD=0.8V.

“'MAC computing latency
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Fig. 2 Chip summary




