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A Power-Analysis Resistant DF-ECC
Processor for Low-Power Mobile
Applications
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Abstract

Nowadays, ensuring accuracy, security, and privacy for data management is essential in communication applications. Compared
to traditional RSA algorithm, elliptic curve cryptography (ECC) can provide the same security level with shorter key size. This
means that the ECC hardware device has benefits in hardware performance, hardware cost, and even power consumption
in related applications. In 2000, IEEE proposed a standard, IEEE P1363, to develop ECC scheme for encryption/decryption,
signature/authentication, and key management in public-key cryptosystem. It is wieldy applied in commercial products such as
radio-frequency identification, marketing, and digital right expression.

For the past seyveral years, many previous works have been published for ECC hardware implementation aiming at the
performance improvement. However, even if the ECC is secure at cryptanalysis, the private data of an unprotected

hardware device can be extracted by physical attacks due to side-channel leakage. The power-analysis attacks,
initially presented by Kocher, can reveal the key value by analyzing the power information of a cryptographic
implementation such“as.on an application-specified integrated circuit, field-programmable gate array, or

MICroprocessor.

In this work, we propose a new design method for providing an efficient solution of dual-field ECC processor

with power-analysis resistance. By randomized elliptic curve point technique, the correlation between the target

power traces and power model can be broken. To reduce computation latency, a new Montgomery division is proposed also.
For hardware implementation, the fully-pipelined heterogeneous processing element architecture is exploited to improve
hardware performance by parallel processing. Besides, a free pre-computation scheme is presented to avoid system retard and
provide real-time application. For functionality and user ability, we use a flexible architecture to support arbitrary key size. After
optimizing data bandwidth, this proposed ECC processor not only achieves high data rate but also consumes low energy per
operation. Thus our proposed solution is well suitable for mobile device. By using UMC 90-nm CMOS 1P9M technology, a 041
mm?” 160-bit DF-ECC processor can perform one elliptic curve scalar multiplication in 0.34/0.29ms with 11.7/9.3uJ. Compared

with previous works, our design is advantage in

(1) hardware efficiency (2) energy dissipation (3) power-analysis resistance (4) user convenience (5) security level (6) real-time

application.
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